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Abstract
Objectives: We have not only examined telemedicine scenario but also applied IPSec(AH, ESP) algorithms under
VPN(Virtual Private Network) for performance evaluation of telemedicine system's security and transmission. Methods:
In this study, we applied IPSec(AH, ESP) algorithms under VPN(Virtual Private Network) protocol when transmit
healthcare data through Satellite Network. At that time, we evaluated performance of telemedicine system through
RTT(Round Trip Time), Jitter, Bandwidth that indicate to QoS(Quality Of Service). Results: It is possible to transfer
remote healthcare data over Satellite Network under provided image of 15 frame and bio-signal of 10 kbps and
RTT(Round Trip Time) of 774.53ms, Jitter of 25.2ms. But applying IPsec(AH, ESP) under VPN(Virtual Private
Network), it is frequently happened distortion of image data affected SHA-1 and 3DES algorithm. Conclusion: In this
study, it is possible to use telemedicine system for Secure Satellite Network, but demand to be based QoS(Quality Of
Service) limited. We expected that it is possible to use the designed system in the disaster area. (Journal of
Korean Society of Medical Informatics 14-4, 439-449, 2008)
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RTT(Round Trip Time) 700ms
7-9)
.
Table 1. Specifications of Satellite Network
Orbit the 116th degree of east longitude(35.786Km)
Weight 1.464Kg
Lunch Day 1996. 1. 14
Manufacture Co. Lockheed Martin Astro Space(LMAS)






Figure 1. Geostationary earth orbits
2. IPSec
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Figure 2. Operation Modes of IPSec
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Figure 3. Scenario of Telemedicine System through the Satellite Network
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Table 2. Specifications of Healthcare Data
Transmission Type Correlation Time
High Quality Video UDP Real-Time
Bio Signal TCP/IP Real-Time
Radiograph TCP/IP Non Real-Time
Video Conference UDP Real-Time


























Figure 4. Applying for IPSec in Satellite Network




Figure 5 IPSec Utilization
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Figure 7 IPSec RTT Jitter
. IPSec
RTT Jitter




















Table 3. Combinations of IPSec Algorithm
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Figure 5. Utilization on the Case
Figure 6. RTT and Jitter on the Case












Figure 8 . IPSec




Figure 7. Throughput of Telemedicine through the Satellite Network
Figure 8. RTT and Jitter of Telemedicine through the Satellite Network
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Figure 9. Factors of Latency
(a) IPSec (b) Non-IPSec
Figure 10. HQ_Video of Telemedicine System through the Satellite Network
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